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Abstract

In the effort to improve the security of their logins, a grow-
ing number of online services offer two-factor authentica-
tion (2FA). Beside other mechanisms, one-time passwords
sent via SMS are still one of the most used second factors.
We empirically analyzed the top 100 of the Tranco top sites
ranking and identified 31 unique online services that provide
two-factor authentication. We also evaluated which forms of
2FA are used and found software tokens and SMS being the
most widely used ones. Additionally, we present a phishing
attack against Google’s SMS-based two-factor authentication
exploiting the similarity between the SMS containing the
one-time password and SMS sent as part of Google Gmail’s
confidential mode. Through this attack, an adversary can
obtain the one-time password for the 2FA by luring the victim
to a site which mimics the look of the Gmail confidential
mode without adding any steps that are not part of the original
protocol flow.

1 Introduction

Websites increasingly use two-factor authentication (2FA) in
order to strengthen password-based authentication by includ-
ing an additional factor for authentication.

There are a variety of different solutions to prove the posses-
sion of such a second factor: (i) Transmit a one-time password
(OTP) via SMS or by automated phone calls (robocalls) to
a preregistered number; some services also offer to add an
email address to receive the code. In all three cases, the user
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needs to provide the received OTP in a second step after the
password-based login. (ii) Authentication tokens holding a
cryptographic key and engaging in an authentication protocol
with the server. Here, the user needs to connect the token to
the device when asked during login, e. g., via USB to a com-
puter or NFC when using a smartphone. (iii) Authentication
apps that are paired once with the account and continuously
generate a login code afterward. This app-based authentica-
tion is also known as software token, and just like for SMS,
calls, or email, it requires the user to provide the code in an
additional web form.

The security of 2FA depends on the security of the commu-
nication channel, which is used to transmit the OTP as well
as the integrity of the second factor. SMS-based 2FA often
fails to ensure these assumptions, and we have seen various
examples in the past where attackers were thus able to login
into an account despite the use of 2FA. In May 2019, a bit-
coin wallet was stolen by a SIM port attack which enabled the
attacker to receive the OTPs sent via SMS [3]. Similar attacks
were also observed earlier [2, 4]. Other examples include
phishing attacks [15] where the attacker tricks the victim into
disclosing the OTP or man-in-the-browser attacks where the
OTP is stolen during the transmission.

Mirian et al. [10] studied the black market segment of
online account hijacking services more systematically and
found that some of these services are sophisticated enough to
bypass SMS-based 2FA.

For the described reasons, the National Institute of Stan-
dards and Technology (NIST) in the United States deprecated
the use of SMS-based two-factor authentication in a draft of
its Digital Authentication Guideline in 2016 [14]. Although
the statement was weakened in the final version, using SMS
is currently restricted due to the variety of possible threats.
Furthermore, the NIST notes that the classification may be
strengthened again in future releases if the threat landscape
changes [7]. The British National Cyber Security Centre fol-
lows a similar approach, stating that “text messages are not
the most secure type of 2FA, but still offer a huge advantage
over not using any 2FA” [12].



In this work, we are looking at a specific problem arising
from the need to manually copy the OTP from an SMS to a
web page when using 2FA. We have observed that Google
Gmail’s confidential mode uses a similar SMS-based mech-
anism to gain access to protected emails. The reuse of this
mechanism is an example for a potential to mix up the dif-
ferent channels, and a blueprint for a phishing attack against
SMS-based 2FA. This specific problem also raises the more
general question how and if at all an SMS can be bound to a
specific purpose and is yet another example for the shortcom-
ings of SMS-based 2FA.

Overview In Section 2, we present the results of our inves-
tigation what factors websites offer for their 2FA implementa-
tions. In Table 2, we present a detailed account of a phishing
attack that mimics the Gmail confidential mode to obtain the
OTP sent via SMS as part of a 2FA login procedure. We
describe a detailed account of a phishing attack that mimics
the Gmail confidential mode to obtain the OTP sent via SMS
as part of a 2FA login procedure in Table 2. Related work will
be discussed in Section 4 before we conclude with Section 5.

2 Use of Two-Factor Authentication

To analyze the spread of two-factor authentication across
popular service providers, we selected web sites using the
Tranco list [9]. The Tranco list offers the advantage of being
reproducible as it is possible to obtain the list for a specific
date. We obtained the list on May 22, 2019, and selected the
top 100 domains. To decide whether a web service offers two-
factor authentication, we searched twofactorauth.org' and
also checked each web page manually.

Of the 100 analyzed domains, we found 75 that point to a
website with registration and login, respectively. Out of these
75 domains, we identified 57 unique logins. For example,
bbc.co.uk and bbc. com are both present in our list but use
the same underlying login and only differ in the top-level
domain. The same holds for google.com and youtube. com,
where YouTube redirect its users to the Google login page.

Of the remaining 57 domains, we found 31 that allows users
to secure their accounts by enabling 2FA. Table | presents in
detail which factors each of the 31 services supports. Software
tokens (SW), i.e., additional authentication apps, are the
most frequently used form of 2FA, with 25 (81 %) services
utilizing them. Noteworthy, despite the variety of known
attacks against 2FA implementations that use phones as a
second factor, SMS-based 2FA is similarly widespread with
24 (77 %) of the services using them to send an OTP.

Furthermore, 4 (12 %) services even rely solely on phone-
based transmission channels (i.e., SMS or call), namely
linkedin.com, weibo.com, jd.com, and bit.ly. Both

A web service providing a database of websites that support two-factor
authentication, as well as the factors they offer.

Table 1: Use of different 2FA implementations across popular
domains. (HW stands for hardware token and SW for software
token respectively.)

Rank  Domain SMS Call Email HW SW
1 google.com [ [ - [ ®
4 facebook.com o - - [ [
5 microsoft.com [ ] [ ) - - [ ]
6  twitter.com [ - - [ ®

11 linkedin.com [ ] [ - -
12 apple.com ° ° - - ®
14 yahoo.com [ [ ] - -
16  amazon.com ) [ - - ®
17  pinterest.com [ - - - [
23 adobe.com [ ® - [ J
25  reddit.com - - - - [ J
29  wordpress.com [ ) - [
32 weibo.com ® - - - -
33 vk.com [ - - - [ J
36  jd.com [ - - - -
39  github.com [ - - [ J
42 yandex.ru - - - - [ J
44 ebay.com [ - - [ J
45 360.cn - - - - [
47 tumblr.com ® - - - [ J
48  bitly [ - - - -
50 godaddy.com @ - - ®
53  mozilla.org - - - - [ ]
55  twitch.tv ) - - [
57  paypal.com [ - - [ [ J
59  yahoo.co.jp - - [ ] - [ ]
61  mail.ru [ - - - ®
62  pornhub.com [ ) - - - [
65  dropbox.com ) - - ®
76 naver.com - - - - [ ]
83  sourceforge.net - - - [

hardware tokens (HW) and robocalls are not as widespread
as former options. Surprising is the little support of hardware
tokens. Only 7 (23 %) services support hardware tokens, al-
though they offer the highest security level across all 2FA
implementations. Having in mind that we analyzed the top
100 services, we only consider this as an upper bound and
expect the numbers to be lower, e. g., across the top 1000 or
10 000.

Finally, only two services (Adobe and Yahoo) send second
factors via email. In contrast to the hardware token support,
this is a promising finding, because receiving an email does
not prove possession of a specific device. For this reason, the
NIST does not allow email for 2FA.

Our analysis shows that some of the most popular service
providers use 2FA, yet, there is a remarkable amount that
does not offer it. Among the services that offer 2FA, SMS-
based implementation is still the second most popular variant
despite various known attacks and governmental institutions
discouraging its use. In the following section, we complement
this by presenting a new attack which highlights the problems
that arise when sending OTPs for 2FA via SMS.
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Figure 1: (a) The victim receives the phishing email designed like a Gmail confidential email. (b) After clicking on “View the
email” the victim is told that a passcode needs to be provided to be able to read the email. (c) Parallel to the victim requesting the
passcode, the attacker initiates the 2FA. (d) The victim receives an SMS from Google and provides the attacker with the second
factor code thinking that it is the passcode needed to read the confidential email.

3 Confidential Mode Attack Against 2FA

We now describe a phishing attack that copies the Gmail
confidential mode to obtain the OTP sent via SMS as part of
Google’s two-factor authentication. We start by describing the
confidential mode and the underlying threat model, including
the hypothesized assumptions. Subsequently, we describe the
attack sequence and conclude with a fix which reduces the
chances for an attacker, yet, we also show why it is hard to
prevent the attack entirely.

3.1 Google Gmail’s Confidential Mode

In August 2018, Google introduced the Gmail confidential
mode that allows Gmail users to send emails with a fixed
expiration date and also to revoke them at any time. To
implement the revocation and expiration features, emails in
confidential mode only contains a URL pointing to a web
server at confidential-mail.google.com which serves a
website containing the original message. Figure 1a shows an
example of such an email.

The sender of the confidential email can also enter the re-
ceiver’s phone number to enable an additional authentication
step. In this case, the receiver is required to request an OTP
via SMS (Figure 1b) and enter it (Figure 1d) in order to gain
access to the message website. For the attack we misuse this
SMS-based version of the confidential mode.

3.2 Threat Model

Our underlying assumption is that we expect the attacker to
be in possession of the victim’s email address and password.
Given that data breaches, unfortunately, occur regularly, we
rate this requirement as realistic. Furthermore, the attacker
can mimic the look and feel of the Google Gmail confidential
mode with the SMS identity verification, which includes a
website and an email. However, the attacker does not need
to add any additional steps that are not part of the official
confidential mode protocol. Only the domain name of the
attacker’s website differs from that of the actual confidential
mode, which can be easily overlooked by users as previous
studies on phishing showed [1, 5].

On the other hand, users may be more suspicious because
they do not know the confidential mode: it is a niche feature
solely offered by Google, and statistics about its usage and ac-
ceptance are not available. Hence, succeeding user studies are
needed in order to be able to judge the real-world feasibility
of the attack.

3.3 Attack Protocol

The necessary steps of the attack are presented in Figure 1.
In the following, we describe the attack in detail by going
through each of these steps individually:

(a) The attacker sends an email to the victim who owns a
Google account and secures it with SMS-based two-factor
authentication. This email copies the layout of an email
sent via the Gmail confidential mode; thus, the victim
has to click on the “View the email” button to read the
confidential email.


https://confidential-mail.google.com

Table 2: The SMS texts sent by the top 10 web services as part of their 2FA protocol runs and the SMS text of Google Gmail’s

confidential mode in comparison.

Domain 2FA SMS text Sender
google.com G-123456 is your Google verification code Google
facebook.com  Use 123456 to log into Facebook Facebook
microsoft.com 123456 Use this code for Microsoft verification Number
twitter.com 123456 is your Twitter login code. Don’t reply to this message with your code Twitter
linkedin.com Your LinkedIn verification code is 123456. Linkedin
apple.com Your Apple ID Verification Code is: 123456 Number
yahoo.com 1234 is your Yahoo verification code Yahoo
amazon.com 123456 is your Amazon verification code. Amazon
pinterest.com Security code for Pinterest: 1234567 AUTHMSG
adobe.com 123456 is your Adobe code. Not you? Change your password Number

Google Gmail confidential mode SMS text

Your Google verification code is 123456 Number

(b) When clicking the button, the victim is redirected to a
page that is controlled by the attacker, which mimics
the authentication step of the confidential mode (cf. Fig-
ure 1b). Here the receiver, i. e., the victim, requests an
OTP to read the content of the email.

(c) The attacker who is in possessions of the victim’s cre-
dentials tries to log into the account and initiates the
second-factor verification step. Google sends an OTP the
victim via SMS.

(d) The victim is asked to enter a passcode sent via SMS
to see the content of the confidential email. However,
the SMS that the victim receives from Google is part of
the two-factor authentication that the attacker just initi-
ated. Table 2 shows the two SMS texts which Google
sends in each of the cases. While the format differs, it
seems unlikely that the average user can detect that the
received code belongs to a 2FA login instead of the Gmail
confidential mode.

3.4 Mitigating the Vulnerability

The described attack is possible due to two aspects. On the
one hand, reading the text of a confidential email should not
require users to click on a link in an email. This issue is
already solved when confidential mode emails opened via the
Gmail web interface. The web interface skips the link clicking
step and shows the message, respectively, the authentication
screen directly. In all other case, users have to click on a
link which redirects them to a website containing the original
message, and they most likely do this without checking if
the link contains the correct domain name. An attacker can
utilize this inattention for attacks like the one described in
this work.

The second issue arises from the fact that Google sends
confirmation codes via SMS both for 2FA logins and the con-
fidential mode. One possible solution to at least reduce the
chances of a successful attack is to enrich the SMS with infor-
mation about the reason and correct use of the contained code.

However, we do not recommend this solution. One the one
hand, finding an appropriate text which users understand is
not a straightforward task. Moreover, copying the code from
an SMS to an input field is an additional step which users
try to complete as quickly as possible to continue with their
actual task, in this case, reading the content of a confiden-
tial email. Thus, many users will likely search for the code
and skip over the SMS text even if it perfectly explains the
situation and possible risks.

On smartphones employing iOS, the situation is even worse
due to a feature called Security Code AutoFill, shown in Fig-
ure 1d. The operating system automatically scans incoming
SMS for codes and allows users to directly paste them into
the input field with a single tap on the keyboard and especially
without having to open and read the SMS. While this feature
may increase the usability, it prevents users from learning
about the purpose of the SMS, which simplifies attacks.

For the described reasons, we conclude that the only coun-
termeasure which completely prevents this and related attacks
is to stop using SMS-based 2FA. The average user is most
likely neither able nor willed to detect attacks like the one we
present; hence, we encourage using other forms of 2FA like
software or hardware tokens instead.

4 Related Work

In the context of two-factor authentication, the work of Siadati
et al. [17] is most related to ours. They identified the wording
of second factor SMS as a weakness and designed a phishing
attack with a 50 % success rate against Google’s SMS-based
2FA. Siadati et al. also proposed an alternative message
with which they were able to reduce the success rate of the
attack to 8 %. In our work, we demonstrate a new attack
against Google’s SMS-based 2FA that is possible even with
the proposed message from Siadati et al.

In 2015 Siadati et al. [16] presented another phishing attack
targeted against codes sent in SMS. The verification code



forwarding attack utilizes the fact that users are not aware
of the importance of an SMS code and can thus be lured to
forward the code to an attacker via SMS. While the proposed
fix to include a warning saying that the received code should
not be forwarded may help to mitigate the risks of this specific
kind of attack, our attack is still possible as it imitates an
official Google web page.

In addition to the described attacks, there are also other
approaches that do not employ phishing techniques. Mulliner
et al. [11] demonstrated how Trojans installed on the victim’s
phone can be used to intercept the SMS communication in
order to obtain 2FA codes. Konoth et al. [8] and Dmitrienko
et al. [6], on the other hand, use malware on the mobile
phone or the computer of the victim for a man-in-the-browser
attack to obtain two-factor codes. Another scam method
with several reported victims in the past [2, 3, 4] is SIM
swapping [13]. Here, the attacker uses social engineering to
convince operators to port the phone number of the victim to
a new SIM card so that the attacker’s phone receives SMS
codes are henceforth.

5 Conclusion

To protect online accounts against attacks, 2FA has proven
to be an effective mean. In our paper, we showed that the
most popular online service implements 2FA, yet, there are
still numerous services which do not offer it. Across the
services who use it, software tokens are the most widely used
form of 2FA. SMS-based 2FA is equally popular, and some
service providers even rely on it solely although governmental
institutions advise against using it and there are various known
attacks.

In the second part, we presented a new attack against
Google’s SMS-based 2FA by exploiting a design flaw in
Gmail’s confidential mode. Our attack shows how an ad-
versary who mimics the protocol run of the confidential mode
can trick users into providing their OTPs sent via SMS. We
discussed possible countermeasure and concluded that adding
additional information to the SMS only prevents the attack
to a certain extent, respectively not at all when considering
Apple’s Security Code AutoFill feature. Thus, this attack is
yet another example in the long list of shortcomings of SMS-
based 2FA, which is why service providers should offer other
forms of 2FA, e. g., hardware tokens, and consider stop using
SMS-based 2FA altogether.
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