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ABSTRACT

The COVID-19 pandemic has fueled the development of smartphone
applications to assist disease management. Many “corona apps” re-
quire widespread adoption to be effective, which has sparked public
debates about the privacy, security, and societal implications of
government-backed health applications. We conducted a represen-
tative online study in Germany (n = 1003), the US (n = 1003), and
China (n = 1019) to investigate user acceptance of corona apps, us-
ing a vignette design based on the contextual integrity framework.
We explored apps for contact tracing, symptom checks, quarantine
enforcement, health certificates, and mere information. Our results
provide insights into data processing practices that foster adop-
tion and reveal significant differences between countries, with user
acceptance being highest in China and lowest in the US. Chinese
participants prefer the collection of personalized data, while Ger-
man and US participants favor anonymity. Across countries, contact
tracing is viewed more positively than quarantine enforcement, and
technical malfunctions negatively impact user acceptance.
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1 INTRODUCTION

In early 2020, the global pandemic of coronavirus disease 2019
(COVID-19), caused by severe acute respiratory syndrome coron-
avirus 2 (SARS-CoV-2), has driven the development of digital tools
to assist traditional disease management methods in limiting the
spread of the novel coronavirus and future pathogens. Since then,
numerous software projects, especially involving smartphone appli-
cations, have been launched by public and private entities around
the world, with specific purposes that greatly vary, but all with the
common goal to help contain the spread of the pandemic.

These include smartphone apps for digital contact tracing, which
was identified to be an effective method to assist health authorities
in breaking chains of infection [21]. It uses proximity information
from smartphones to determine which other users of compatible
systems a person has been in recent close contact with, and if a
user tests positive for coronavirus, these contacts can be notified to
encourage timely isolation and testing. Among the first smartphone
apps released for this purpose was Singapore’s TraceTogether app,
launched on March 20, 2020 [26], and multiple countries around
the globe have since followed suit. Other regions developed digital
health certificate systems, first introduced in February 2020 in the
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eastern Chinese city of Hangzhou [39]. Checkpoints could require
people to present their personal QR code displayed in the associated
app and only let them pass if the system considered them low-risk.
The travel industry has expressed an interest in similar systems to
reestablish international travel for people with a recent negative
test result [38]. Hong Kong issued a smartphone app, combined
with a QR code wristband, to ensure that people do not break
the government-mandated quarantine for new arrivals [60]. Other
countries including South Korea and Australia issued symptom
check apps that allow users to monitor their health for possible
symptoms of COVID-19 [8, 57]. The Australian app also serves as
an example for countless apps issued by both public and private
organizations to provide information about the virus, its spread,
rules of hygiene, and local regulations.

The use of smartphone applications in the fight against the pan-
demic has sparked intense public debates about the privacy, security,
and societal implications of government-recommended health apps
and specific aspects of their implementations. In Europe, the debate
mainly focused on the selection of a centralized or a decentralized
architecture for digital contact tracing [18], which involves ques-
tions of data transmission and the data recipient and ultimately
led to multiple countries adopting a decentralized approach due
to privacy concerns. The Chinese health code system has raised
questions about the consequences of technical issues and long-term
societal implications of apps used to regulate movement for the
sake of disease prevention [32]. The quarantine enforcement app
issued by the Polish government was subject to criticism due to the
collected data, technical malfunctions, and data retention of up to
six years [54].

The public interest in the organizational and technical details of
these “corona apps” is no surprise: Since their efficiency may depend
on widespread voluntary adoption [21], many were recommended
for general adoption by governments and health authorities. User
acceptance and their willingness to use these apps can thus be
critical for the overall success of smartphone apps in the efforts
to fight the pandemic. Many of the publicly discussed and criti-
cized aspects are well-known elements in the theory of “privacy
as contextual integrity”, which acknowledges that factors beyond
the technical implementation, like social norms and expectations,
influence perceptions of privacy violations [44].

People’s willingness to share personal data from or with their
personal devices to benefit their healthcare has previously been
studied in a wide range of different contexts, including mental
health [36, 43], HIV [66], recovery from surgery [1] and rheumatic
diseases [41], but these studies are typically confined to specific
locations or populations. The COVID-19 pandemic offers the unique
opportunity to study on a large scale, in the context of a virus that
could infect anyone at any given time, which individual and privacy-
related factors influence people’s willingness to use an app that
not only serves individual goals but also has a societal purpose.
Research in this area thus not only informs the debate around
corona apps but can aid the design of health-related apps that would
benefit from widespread adoption outside the specific context of
the pandemic. As early as spring 2020, when the first smartphone
apps for digital contact tracing were rolled out, the HCI community
has taken this opportunity to investigate people’s willingness to
use mobile apps to help fight the COVID-19 pandemic, focusing on
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apps for digital contact tracing [4, 31, 33, 56, 61, 69]. With countries
around the world also having issued apps for different purposes in
the pandemic, it is interesting to study factors for the adoption of
corona apps for purposes beyond contact tracing and how these
factors differ between app types. Public debates can lead to different
outcomes in different countries, influenced by cultural differences,
trust in technology and institutions, and regional developments of
the pandemic. It is therefore insightful to study user acceptance of
corona apps in different regions.

In this work, we present the results of an online survey con-
ducted in Germany, the US, and China between June and August
2020 to investigate user acceptance of corona apps and the factors
that influence people’s willingness to use them. These countries
were chosen because they differ with respect to their perception
of privacy and the state of the COVID-19 pandemic. Our study is
based on a vignette design of hypothetical corona apps and inspired
by existing apps from around the world and the contextual integrity
framework.

Our research makes the following contributions to the HCI com-
munity:

e We expand existing knowledge about user perception and
acceptance of COVID-19-related smartphone apps beyond
the purpose of digital contact tracing and investigate peo-
ple’s willingness to use them for other purposes found in
government-issued corona apps, i.e., quarantine enforce-
ment, symptom checks, health certificates, and information.
Our data shows that contact tracing apps have the highest
public support across all countries.

e We extend existing research on the acceptability of corona

apps beyond the Western world and conduct the study in

China, where the pandemic first started and the use of smart-

phone apps for health screening and movement control is

widespread. While in all surveyed countries the most widely
discussed and used apps see more support, acceptance in

China is higher and not related to individual concerns or the

expected benefits.

Our results show that there is skepticism towards apps pro-

vided by the government that results in 15 to 21 % of partic-

ipants not willing to use any app in Germany and the US,
while in China users are more concerned that apps might
raise stress levels through continued awareness.

2 CONTEXTUAL INTEGRITY

Previous studies have found that privacy is often not the main con-
cern of users when deciding whether to adopt a certain technology
or not. While this behavior is frequently attributed to the privacy
paradox [24, 45] — participants express high privacy concern but
rarely act accordingly — researchers increasingly argue that the
trade-off is more complex. According to Nissenbaum’s theory of
privacy as contextual integrity (CI), individual privacy preferences
and decisions can be described with respect to the appropriateness
of information flows [44]. What constitutes an appropriate flow
is determined by different factors, such as actors (Whose data is
involved? Who will send and receive it?), information types (What
types of data are concerned?), and transmission principles (What



Privacy Implications and User Acceptance of COVID-19-Related Smartphone Apps

are the technical and organizational means of the data transmis-
sion?). The examples of public debates in Section 1, such as the
Polish quarantine app or the discussion about a (de)centralized
infrastructure, illustrate that public debates about the privacy im-
plications of new technology often implicitly refer to these factors.

The understanding of privacy as contextual integrity is based
on philosophical privacy theories that go beyond the famous “right
to be let alone” [67] and frames privacy not as an individual right
with fixed boundaries (e. g., the private home vs. the public square)
but as a concept that focuses on the role of information in rela-
tions. This focus on informational privacy is useful in the context
of the digital technologies we consider in this study, but it is worth
noting that other dimensions of privacy like decisional and loca-
tional privacy [52] as well as physical, social, and psychological
privacy [15] are discussed in the literature. The idea of “appropri-
ateness” in CI highlights that privacy is a contested problem [40]
and that our understanding of privacy and norms associated with
it are continuously changing. Because of this, privacy as contex-
tual integrity has seen wide adoption in computer science [13] and
HCI research [10] and has also been used in the context of health
data [43, 47]. Moreover, it was recently suggested as an appropri-
ate research framework to evaluate potential long-term risks of
COVID-19-related surveillance technologies [64]. For this research,
the contextual integrity framework allows us to operationalize fac-
tors influencing privacy perceptions and norms so that we are able
to construct relevant app scenarios for our study (see Section 4.1.1).
Our study then shows whether this operationalization in factors
can actually help to better understand the importance of each factor
for privacy decision making.

3 RELATED WORK

3.1 User Perceptions of Digital Contact Tracing
Apps in the COVID-19 Pandemic

Since the emergence of the COVID-19 pandemic in early 2020, multi-
ple research groups have investigated people’s privacy perceptions
of smartphone apps for digital contact tracing.

One of the earliest studies was conducted by Zhang et al. [69],
who explored US Americans’ perceptions of privacy and surveil-
lance in the COVID-19 pandemic in an online survey with 2612
participants, administered between March 30 and April 1, 2020.
Their preliminary results indicate that Americans favor traditional
contact tracing and health screenings over app-based digital con-
tact tracing. In a conjoint analysis the researchers identified two
attributes of contact tracing apps with statistically significant effects
on the reported likelihood of downloading the app: participants
preferred decentralized data storage and Bluetooth proximity tech-
nology over location tracking. Between late March and early April,
2020, Altmann et al. [4] conducted several representative online
surveys in France, Germany, Italy, the UK, and the US to study
the acceptance of app-based contact tracing. When shown the de-
scription of a hypothetical contact tracing app, 75 % of participants
indicated their willingness to install the app, with a significantly
lower acceptance in Germany and the US than in the other three
countries. The study found lower acceptance for participants who
have less trust in their national government, and the main reasons
against app installation were identified to be fear of government
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surveillance after the pandemic and the phone being hacked. In
early April, Simko et al. [56] started a longitudinal study on contact
tracing and privacy with a sequence of online surveys, each with
around 100 participants from around the world. Their preliminary
results indicate that 72 % of participants would be at least somewhat
likely to download a contact tracing app if it provides “perfect data
protection”. In April 2020, Trang et al. [61] conducted a survey
with 518 participants in Germany to examine app specifications
for mass acceptance of contact tracing apps in three dimensions:
benefit appeal, privacy design, and convenience design. Participants
were categorized into three groups based on their willingness to
install a contact tracing app: critics, undecided, and advocates. For
critics, self-benefit and high privacy were most important, while
high convenience design had the strongest effect for undecided
participants. For advocates, all three dimensions played a subor-
dinate role. Between late April and early May, 2020, Li et al. [33]
surveyed 208 US citizens on privacy-utility trade-offs on the basis
of six contact tracing app scenarios in two dimensions: centralized
vs. decentralized architecture and location collection of infected
users (in public places) vs. no location collection. Their preliminary
findings show that a majority of participants preferred to install
apps that use centralized servers and share diagnosed users’ recent
locations in public places to reveal hot spots of infection. Kaptchuk
et al. [31] conducted a survey with 789 US participants to study
the influence of accuracy and privacy on the intention to install
contact tracing apps. They found that 70-80 % of participants were
willing to install an app that is perfectly private, accurate, or both,
and that false negatives had a significantly stronger influence than
false positives or privacy risks.

3.2 Sharing of Health Information

A related, broad field of research are users’ privacy perceptions and
sharing behavior of health data [9, 25, 36, 43, 48, 49]. A study inves-
tigating individuals’ views of sharing sensor data [43] revealed that
users were more comfortable sharing activity data such as sleep,
mood, and physical activity as opposed to communication logs,
location, and social activity. Users were more comfortable with
sharing the mentioned data with their doctors than with family
members or electronic health record systems [43]. Patients of a
clinic for mood and anxiety disorders were asked about a hypothet-
ical app to better diagnose and treat their health disorder [36]. Most
of the patients stated to be willing to install such an app. Patients
were reluctant to share personal communication data (audio and
SMS) but more willing to share less personal data, such as when
their phone screen was turned on and off.

Relevant factors for non-disclosure of HIV health information
in the context of sex-social apps were stigmatization and the fear
for discrimination and disadvantages [49]. People using at-home
DNA testing feared surveillance by the government, saw the misuse
of a third party as potential risk of sharing health DNA data and
expressed the desire for transparency and some level of control
over their health DNA data. Participants also showed resignation
towards privacy as they felt a lack of control over their data [9].
In an interview study on the perception and use of mobile health
apps, “lack of need,” “lack of app literacy” and “lack of awareness”
were mentioned as barriers for the usage of health apps [48]. Users
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reported aspects such as “lack of time and effort” and too much
storage space or high battery consumption as barriers to a continued
usage of health apps [48].

In the context of a workplace health promotion campaign in-
volving the use of step-counting technology, participants had only
little concerns to share their activity data with organizational en-
tities, such as their employer or technology companies, but were
more concerned regarding disclosure to other individuals [25].The
positive rhetoric of the campaign also had a positive influence on
the willingness to share activity data.

3.3 User Acceptance of Information
Technology

The most common and widely applied theoretical frameworks for
investigating factors that can explain usage intention and accep-
tance of information technology include the theory of planned
behavior [2] and the technology acceptance model (TAM [19]);
Venkatesh et al. [63] provide an overview.

Factors that have been identified to directly or indirectly influ-
ence the intention to use and accept technologies (e. g., apps, social
network sites, blogs) are perceived usefulness and perceived ease of
use [12, 19], social influence [29, 63], facilitating conditions, demo-
graphic factors like gender, age and experience [63], and trusting
the party behind the technologies [11].

Another investigated factor is privacy. Gu et al. [27] studied pri-
vacy concern for mobile applications in relation to the permissions
they request. They found that an app’s popularity had a positive
and the overall privacy concern a negative effect on download in-
tention. Following this research, Wottrich et al. [68] studied the
trade-off between privacy and the value an app has for the user.
They found that perceived intrusiveness and privacy concern have
a negative impact on the decision whether or not to install an app,
though the positive effect of the perceived value of the app is more
important in the privacy calculus. Focusing on health-related apps,
Zhou et al. [70] surveyed and interviewed 117 smartphone users,
the majority of whom had already used mobile health apps. The
study found that privacy and security issues can be barriers to
adoption regardless of demographic factors.

4 METHOD

To understand which data processing factors influence people’s
willingness to use corona apps, we conducted an online survey in
Germany, the USA, and China between June and August 2020. At
the core of our study, we presented participants with ten scenarios
in the form of vignettes, each describing a hypothetical corona app,
and asked them to assess each app according to a set of criteria. In
the following, we describe our vignette design and the rest of our
questionnaire, the data collection process including the correspond-
ing state of the pandemic in each country, and the methods used
for data analysis.

4.1 Vignette Design

Vignettes are “short stories about hypothetical characters in speci-
fied circumstances, to whose situation the interviewee is invited
to respond” [22] and have been used in previous work studying
contextual privacy [7, 20, 35]. The vignettes at the heart of our
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study are composed of different factors of data processing practices,
inspired by the contextual integrity framework. Each factor can be
assigned one of multiple factor levels we determined by examining
existing corona apps.

4.1.1 Analyzing Existing Corona Apps for Data Processing Factors.
To ensure our study is firmly rooted in existing corona apps from
around the world, three researchers investigated the space of apps
and their data processing practices by systematically examining 43
apps from Wikipedia’s list of government-endorsed corona apps
as of April 27, 20201. For each app, we analyzed publicly available
resources: listings in app stores, the app’s official website, terms of
service, privacy policies, and official press announcements. The
retrieved information focused on the concept of data flows in the
contextual integrity (CI) theory: actors (primary and secondary data
recipients), information types (collected data), and transmission
principles (what triggered a data transmission process, retention).
We also noted potential technical and societal implications of us-
ing an app as they were discussed in app reviews and the public
debate and could influence people’s willingness to install and use
an app. For systematization and documentation purposes we col-
lected the following app metadata: name and country of the app,
its development process and status, and the underlying technical
mechanism(s) or protocol(s). We also identified the core purpose of
each app and grouped apps with similar functionalities to categorize
the landscape of government-backed corona apps.

To reduce complexity for our study, we streamlined the CI-based
aspects as follows: We did not differentiate between primary and
secondary data receivers (respectively, the organization responsible
for the data processing and third parties the data could possibly
be shared with). Similarly, we chose not to consider multi-stage
data transmissions (e. g., encounter information initially being sent
to no one and only stored on the phone but transmitted to health
authorities’ servers after a positive test result had been registered).
To reduce cognitive load for our participants, we differentiated be-
tween payload data and to what degree it allowed for identification
of the app user. This left us with five CI-based data collection factors
(2.-6. in the list below), to which we added the app’s purpose and
the aforementioned societal and technical implications.

For each factor, we determined a set of concrete factor levels
which we would later combine into scenarios of hypothetical yet
realistic corona apps for our survey. The factor levels were derived
from the respective information collected from real-world corona
apps, with the goal of reflecting the range of real-world practices
while keeping the number of factor levels as small as possible.
For example, the observed data retention times could be classified
as fixed short-term intervals (between 14 days, i.e., the typical
duration of quarantine for COVID-19 patients, and several weeks),
unspecified but identifiable points in time (“when the need for
contact tracing is over”), and unspecified / indefinite. This spectrum
is reflected in the final set of factor levels: one month (fixed short-
term interval), until the end of the current coronavirus regulations
(unspecified but identifiable), unspecified.

Lhttps://en.wikipedia.org/w/index.php?title=COVID-19_apps&oldid=953499862#
List_of_apps_by_country.
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The final sets of factors and factor levels are as follows:

(1) Purpose (5 levels): contact tracing, symptom check, quar-
antine enforcement, information, health certificate.

(2) Data Collected (16 levels): encounter data, location data,
health or activity data (excluding COVID-19 infection sta-
tus), COVID-19 infection status, all combinations of two or
three of the aforementioned items?, unspecified data (“data
from your smartphone”), no data. For this factor we allowed
combinations of factor levels to occur because otherwise
certain app functionalities would not have made sense (e. g.,
digital contact tracing can only work if a person’s encounter
data and infection status are provided).

(3) User Anonymity (3 levels): whether the app collects per-
sonal data that allows for unique identification of the indi-
vidual, collects only demographic data, or collects only data
that cannot be used to uniquely identify the user.

(4) Data Receiver (6 levels): health authorities, law enforce-
ment, research institutions, private companies, the public,
none.

(5) Data Transmission (3 levels): automatically, manually
(app-type-specific wording, e. g., for symptom check: “when
a symptom check is requested”), none (in case no data is
collected).

(6) Retention (3 levels): one month, until end of current coro-
navirus regulations, unspecified.

(7) Technical Implications (3 levels): impact on battery life,
app malfunctioning (app-type-specific wording, e. g., false
positive for breaking quarantine), none.

(8) Soci(et)al Implications (4 levels): possible additional ben-
efits in the future, more timely adjustment of local coron-
avirus regulations, extended personal freedom of movement
or travel, none.

4.1.2  Vignette Composition. In our survey a vignette, as shown in
Figure 1, is a short description of a hypothetical smartphone app,
consisting of an immutable text template (the non-highlighted black
text) with placeholders for the eight factors (colored boxes), each
of which was assigned one out of multiple different factor levels
(the text in the colored boxes) to create a specific scenario. Across
different scenarios and participants, we systematically altered the
factor levels in order to measure how the individual factors and fac-
tor levels affected our participants’ assessment of the hypothetical
apps.

Starting from the set of all 155520 possible combinations of
factor levels that could theoretically compose a scenario, we care-
fully defined dependencies between specific factor levels in order to
exclude scenarios whose combinations of factor levels would not
make sense. The specification of dependencies was the outcome of
thorough discussions between three researchers and each feature
dependency in the set required joint agreement.

The following list describes the dependencies between different
factor levels for the composition of vignettes.

e Symptom check apps always required health or activity data.

2We omitted the combination of all four items because this would have made the
scenario descriptions too long.
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e Contact tracing apps always required the infection status
and either encounter data, location data, or both.

e Quarantine enforcement apps always required location data
and unique identification of the individual user.

o Health certificate apps always required the COVID-19 infec-
tion status and the societal implication of extended personal
freedom of movement or travel.

e Whenever the use of an app implied as societal implication
extended personal freedom of movement or travel, it was
required that the data collected by the app allowed for unique
identification of the individual.

e For data made available to the public, data retention was set
to “unspecified”.

Applying these dependencies to our initial set of possible sce-
narios resulted in a final set of 50 625 unique vignettes, which were
distributed across the 5 app purposes as follows: 14 850 for contact
tracing, 9450 for symptom check, 3780 for quarantine enforcement,
21 600 for information, and 945 for health certificate.

From this main set of unique vignettes, we composed individual
sets of 10 vignettes for each questionnaire. For each participant,
we (i) randomly selected two vignettes per app purpose under
the condition that (ii) these two vignettes were different in every
factor level (as long as this condition could be fulfilled). Within a
participant’s set, vignettes were always shown in random order.

4.2 Questionnaire

The vignettes constituted the core of our questionnaire, which we
outline in the following. The full version can be found in Appen-

dix A.

4.2.1 Introduction. At the beginning of the questionnaire, we in-
troduced the purpose of the study, provided information about data
collection and processing, and asked for the participants’ consent to
proceed. Section 4.4 provides further information how we protected
participants’ privacy.

4.2.2  Smartphone Use. Possessing a smartphone is crucial to de-
termine how the use of mobile apps is perceived by participants.
Therefore, we asked if participants owned a smartphone (Q1) and,
if yes, what operating system they used (Q2) and how satisfied
they were with certain aspects (e. g., battery life) of their smart-

phone (Q3).

4.2.3 Context: Coronavirus. Personal experience with the coro-
navirus was found to be a significant factor in the adoption of
(hypothetical) contact tracing apps [69]. Hence, after defining key
terms, we asked whether participants (Q4) or people in their social
circles (Q5) had tested positive for coronavirus and if participants
had been quarantined or quarantined themselves because of the
virus (Q6). We further asked if they lived with a person at higher
risk (Q7) and how concerned they were about someone close to
them becoming infected with the coronavirus (Q8).

4.2.4 App Scenarios. As described in Section 4.1.2, we presented
each participant with a unique set of ten (hypothetical) apps. For
each app, we asked participants how likely they were to use the
described app (Q9) and to estimate the expected amount of app
users in their country (Q10). We further asked them about the
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Imagine an app that provides information about your health and needs to be shown if you want to visit a certain place.

Data

« The app uses health or activity data, your COVID-19 infection status, and your current or past location(s).

« In addition, the app collects data that could be used to uniquely identify you.

Receiver Transmission

Retention

« This data is sent to research institutions when you request your health report and it will be stored juntil the current

coronavirus regulations end.
Technical Implication

« The app decreases your phone’s battery life.
Societal Implication

« Using this app may increase your personal freedom of movement or travel.

Figure 1: Example of a vignette that combines different factor levels into a specific scenario.

perceived normative pressure Ajzen [3] in their social circles to use
the app (Q11) and to assess the usefulness of the app to fight the
global pandemic (Q12).

4.25 Experience with Corona Apps. Next, we asked participants if
they were aware of existing corona apps in their country for any
of the five purposes covered in this study (Q13). We further asked
them to indicate if they were actively using such an app (Q14) and,
if yes, which one (Q14a), or why they did not do so in the opposite
case (Q14b). At the end of this section, participants were asked the
open-ended questions of potential positive (Q15) and negative (Q16)
aspects of corona apps.

4.2.6 Attitudes Towards Governmental Actions. To assess partici-
pants’ general attitude towards the institutions tasked with fighting
the pandemic, we asked three questions: First, we asked partici-
pants to rate the measures applied in their region to counter the
pandemic (Q17). We further asked them about their opinion of six
public institutions: health authorities, law enforcement, research
institutions, private companies, and federal and regional govern-
ments (Q18). This part concluded with a question about the ac-
ceptance of private companies’ practice to share anonymized data,
such as aggregated phone location data, with public authorities to
help limit the spread of the pandemic (Q19), which is a practice
used in several countries such as the US and Germany [14].

4.2.7 Individual Privacy Concerns. Finally, we measured partici-
pants’ individual privacy concerns using the Internet Users’ Infor-
mation Privacy Concerns (IUIPC) constructs for Control, Awareness
(of privacy practices), and Collection [34].

4.3 Data Collection

We implemented an English-language preliminary version of our
survey to ensure comprehensibility and estimate timings. The pre-
study survey was distributed to experienced researchers and within
our own social circles via snowball sampling. 33 participants com-
pleted the survey between June 1 and June 5, 2020. Based on partic-
ipants’ feedback, we changed the presentation of the scenarios to

improve readability and highlight differences between the different
apps.

In the period from June to August 2020, the online survey was
distributed in three different countries: Germany, the United States,
and China. These three countries were selected for their different
approaches to corona apps and for their important roles in the
global pandemic: China as the country which was struck first, the
USA, which quickly became the most affected country in terms of
confirmed cases, and Germany as a representative for a European
country that handled the first wave of the pandemic relatively well.
At the time of the survey all countries were in different states of
the pandemic, which we outline in the following subsections to
provide context for our results. We purchased the online panels
as a full service from Lightspeed Research (Kantar), including sur-
vey implementation and translation, participant recruitment, and
data quality assurance (cost was EUR 2500 per online panel plus
EUR 4000 for implementation and translation). Representativity
quotas were matched with an average discrepancy of 2.5 % (US),
2 % (Germany), and 2.9 % (China). Respondents faster than 40% of
the median response time were directly discarded by Kantar.

We created the German and English versions of the question-
naire ourselves. The translation of the English questionnaire into
Mandarin and the translation of the Chinese open-ended answers
into English were commissioned to a translation agency. With the
help of a native speaker from our social circles, we followed the
quality control process of back translation for the questionnaire
and corrected a few minor errors. Back translation of the open-
ended questions (Q14a, Q14b, Q15, Q16) was carried out on several
random samples as the cost of a complete back translation did not
seem to justify the expected benefit.

4.3.1 Germany. The study was conducted surveying a sample of
1003 participants representative for the German adult population by
gender, age, region, and education from June 9 to June 11, shortly
before the launch of the national contact tracing app, “Corona-
Warn-App” [53], on June 16. This app uses the Exposure Notifi-
cation API [6], which is influenced by the Decentralized Privacy-
Preserving Proximity Tracing (DP-3T) [62] and the Temporary
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Contact Number (TCN) [59] protocols. At the time of the study,
two other corona apps supported by the federal government were
already available in Germany: “NINA” is the government’s general
emergency information app currently used to provide informa-
tion about regional coronavirus regulations and about the state of
and recommended behavior during the pandemic (available since
June 1, 2015; coronavirus reports since March 2020). The “Corona-
Datenspende” [50] app is a research project by the Robert Koch
Institute (RKI, German federal government agency responsible for
disease control and prevention), which collects and analyzes vi-
tal data recorded by fitness trackers to help assess the number of
people with COVID-19 (available since April 7, 2020).

Germany reported its first SARS-CoV-2 cases in February, with
the highest number of new cases in late March and early April.
The spread of the virus was primarily fought through strict con-
tact restrictions, which were in effect from March 22 to early May.
Public debate about apps for digital contact tracing started in April
and received media attention over the following weeks including
discussions about data protection and the underlying protocols. As
of June 9, 2020, when the survey was distributed, Germany had
18 4543 confirmed cases of infected people, thereof 17 0200 esti-
mated recoveries, 5632 estimated active cases, and 8711 deaths [51].
The national 7-day rolling average of daily new cases per 10 0000
residents was very low at 3.0, with thresholds of 35 and 50 on
county level for tightening the measures to fight the pandemic.

4.3.2  United States. In the US, we surveyed a sample of 1003 par-
ticipants representative for the US adult population by gender, age,
region, and education from July 6 to July 14. At the time of the
study, one corona app supported by the federal government was
already available: The “COVID-19 Screening Tool” [5] is an app and
web application made available on March 27, which recommends
actions based on user-provided information such as symptoms, con-
tacts, and travel. It was developed by Apple and the Centers for
Disease Control and Prevention (CDC). While several public and
private initiatives had been developing digital contact tracing apps
for the US, no nation-wide rollout was expected for the near future.
At the time of writing, six US states and Guam had released apps
based on Apple’s and Google’s Exposure Notification API [55].

The United States were hit by the pandemic in mid-March and
soon became the country with the highest number of officially
confirmed cases worldwide. Stay-at-home orders came into effect
in 44 states between March 20 and April 7, 2020 and were lifted
between April 26 and June 11, 2020. However, the number of cases
increased again during July and August. As of July 6, 2020, when
the survey was distributed, the US had 2893083 officially confirmed
cases of infections, thereof 13 24947 estimated recoveries, 14 48438
estimated active cases, and 11 9698 deaths [16]. The national 7-day
rolling average of daily new cases per 100000 residents was at
103.5.

4.3.3 China. In China, we surveyed a sample of 1019 participants
representative for the Chinese adult online population® by gender
and age from July 27 to August 6. In February, China was the first
country to introduce various mandatory health code systems at

3Due to the nature of this online study certain predominantly rural population groups
could not be surveyed.
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the local and regional level. These systems use QR codes that need
to be scanned with mobile applications to track and ultimately
prevent the movement of potentially infected individuals based
on basic health information and travel history [39]. The existing
health code systems serve multiple purposes, such as providing
general information about the coronavirus, calculating the risk of
infection, contact tracing, and quarantine enforcement. In contrast
to Germany and the US, most Chinese “corona apps” are integrated
into widely used platform economies, e. g., WeChat or Alipay, which
fostered their quick adoption.

China’s Hubei province was the epicenter of the worldwide
SARS-CoV-2 outbreak in January and February 2020. The cen-
tral government reacted with several strict regional lockdowns,
effectively quarantining more than 60 million people (e. g., Wuhan,
Hubei, January 23 to April 8). The exponential growth of officially
confirmed cases in China ended in early March. As of July 27,
2020, China had 83 891 officially confirmed cases of infected people,
thereof 78 918 estimated recoveries, 339 estimated active cases, and
4634 deaths [42]. The national 7-day rolling average of daily new
cases per 10 0000 residents was at 0.02 with only 209 new cases all
over China between July 21 and July 27.

4.4 Research Ethics

Our department does not have an institutional review board. In-
stead, our study followed best practices of human subject research
and data protection guidelines, including the rules of the Euro-
pean GDPR. All data protection measures were reviewed and ap-
proved by our institution’s data protection office. Kantar, our panel
provider, has commited itself to follow the ICC/ESOMAR code of
conduct [30].

4.5 Data Analysis

4.5.1 Statistical Analysis. To understand which factors influence
participants’ decisions to use an app (Q9 = outcome variable), we
performed a regression analysis for the data utilizing the cumu-
lative link models module of the ordinal R package [17]. In line
with best practice [71], we first calculated a model containing all
factors available in our data set and successively removed non-
significant factors based on the Akaike information criterion (AIC)
of the resulting model to determine the model that best fit the data.
We conducted this analysis for each country individually as the
circumstances and timing of the data collection in each country
varied (see Section 4.3).

For each factor we chose as a baseline the level that we expected
to have the least effect (e.g., the “information” purpose or the
middle choice for Likert-scale questions). For some of the Likert-
scale questions we grouped the answers to reduce the number of
factor levels in the model, e. g., the assessments of the government
response (Q17) “too lenient” and “way too lenient” were combined
into "too lenient”. We also excluded all responses that chose “prefer
not to answer”.

4.5.2 Qualitative Analysis. To analyze the open-ended answers to
the questions why participants did not use a corona app (Q14a) and
what they perceived to be positive (Q15) and negative (Q16) aspects
of corona apps, we used an iterative open coding procedure. We
used a mixed-methods approach with qualitative and quantitative
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elements, as suggested by Mayring [37]. We first assigned codes to
the text (inductive categorization) and analyzed the frequency of
the codes afterwards. Coding was performed by two researchers
with interdisciplinary backgrounds in psychology and information
security. In a first step, the two coders independently coded the first
300 open responses from each country to derive common themes
and create an initial coding frame for each question. This process
consisted of closely examining participants’ answers to identify
and conceptualize categories. Each item could be assigned one or
multiple codes.

The coders then discussed their codes and agreed on a final cod-
ing frame for each question. The frame was validated by both coders
coding answers 301-500 for each question (20 % of the data, which
is in the typical 10-25 % range to determine coder agreement [46]).
As a measure for inter-coder reliability, ReCal2 [23] was used to
compute Krippendorft’s alpha for each code, of which we report a
weighted mean that takes into account the frequency of each code.
Finally, the remaining sets of 500 answers for each question and
country were coded by a single coder.

5 RESULTS

In this section, we first describe our samples based on demographic
data and participants’ survey responses. We then compare the re-
sponses to the four questions asked for each scenario and analyze
the effect sizes of several factors that impact users’ willingness to
use corona apps across the three countries. Finally, we look in detail
at participants’ individual perceptions of corona apps.

5.1 Sample Description

In Table 1, we provide demographic information (gender, age, and
education) about our participants as delivered by our panel provider
and additional information collected in our survey.

For all three countries, we observe higher smartphone prevalence
than reported in recent data [58], but our numbers are comparable
to those of smartphones and feature phones combined. The high
prevalence (99 %) of smartphone use in China reflects that our
sample is representative for the more technophile online population
(see Section 4.3.3).

Although participants seemed to be rather satisfied with their
current phones, they were, across all countries, significantly less
satisfied with their phones’ battery life than with other properties.

Between 1.3 % and 2.2 % of participants reported that they had
tested positive for coronavirus. While these numbers are higher
than those of officially confirmed cases for each country (see Sec-
tion 4.3), they fall within the margin of error of 3 %. In all countries,
about 10 % of participants reported that a person in their social
circles had been infected with the virus. Between countries, we
observe differences in the number of participants who had been
under quarantine since the beginning of the pandemic, with the
US reaching the highest rate (37 %) and Germany the lowest (15 %).
Despite different states of the pandemic in the surveyed countries,
similar numbers of participants (about 10 %) were concerned about
becoming infected with coronavirus.

Table 1 also provides information about participants’ opinions
of institutions tasked with measures to counter the pandemic, what
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types of corona apps participants already knew to exist, and their
attitude towards online privacy using three IUIPC dimensions.

5.2 Cross-Country Assessment of App
Scenarios

Next, we compare the responses to the four questions asked for each
hypothetical app scenario (Q9 to Q12) across the three countries.
Table 2 shows mean response values per country along with stan-
dard deviations across all app scenarios. Questions were answered
on numeric 7-point scales with a higher number representing a
more positive response, i. e., in the case of Q9, higher willingness to
use the presented app. Participants in China were generally more
willing to use the apps presented in the scenarios, with Germany
ranked in the middle and US participants expressing the lowest aver-
age willingness to use an app. With a one-way analysis of variance
(ANOVA) we found statistically significant differences (p < .05)
for Q9 between all three countries. Post-hoc t-tests of indepen-
dence also showed that individual differences between all pairs of
countries were significant (p < .05 equivalent, values Bonferroni-
corrected for multiple testing). Expected adoption (Q10), perceived
pressure (Q11), and perceived utility (Q12) of corona apps were
significantly higher in China than in Germany and the US. We
found no significant differences for Q10, Q11, and Q12 between
Germany and the US.

Table 3 takes a closer look at participants’ willingness to use
corona apps (Q9) by country and app purpose. The figures indicate
how many participants tended towards a positive answer (above
the medium response value, i. e., 4) regarding their willingness to
use the presented app. Within countries, we observe only small
differences in the numbers for different app purposes, while a cross-
country comparison yields the general willingness to use corona
apps for any purpose to be much higher in China compared to
Germany and the US. Across all countries, we observe the highest
willingness to use for contact tracing apps and the lowest for quar-
antine enforcement. However, these values can only provide a first
impression since they represent averages per app type and country
and contain interfering effects between all factors that constitute a
scenario. Section 5.3 studies the individual effects in more detail.

5.3 Factors Impacting the Willingness to Use a
Corona App

Table 4 lists the data collection factors and factor levels in our app
scenarios that influence participants’ reported willingness to use
a corona app, along with their respective effect sizes and p-values.
Responses collected in the non-scenario parts of our survey that we
found to impact participants’ willingness to use a corona app are
listed in Appendix B, Tables 5 and 6. Statistically significant factor
levels and answers (p < .05) are printed in bold in all tables. Positive
estimate values indicate a positive influence on the willingness to
use an app, negative estimates indicate tendencies to not use an
app. During the model optimization process several factors were
excluded in some countries while remaining in the model for the
other countries (see Section 4.5.1 and B). For example, the societal
benefit on the regional level (see Table 4) is a significant predicting
factor in the US and Germany but did not make it into the final
model for China. In the following, we report for each country which
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Table 1: Participant Demographics. Data for gender, age, and education as delivered by our panel provider. Information about
participants’ smartphone use, previous coronavirus experience, and general privacy attitudes was collected in the question-
naire. For satisfaction with certain aspects of their smartphones and privacy attitudes we provide average response values
(mean and sd) [smartphone satisfaction measured with response scales from 1 (very satisfied) to 5; privacy attitudes measured

with Likert agreement scales from 1 (strongly disagree) to 7, trust in institutions measured with Likert scales from 1 (very
comfortable) to 5].

Germany United States China
(n =1003) (n =1003) (n =1019)

& n % n % n %
) Female 508 50.7 532 53.0 495 48.6
o Male 495 49.4 471 47.0 524 51.4

n % n % n %
° 18-35 262 26.1 199 19.8 506 49.7
o0 36-50 246 24.5 297 29.6 312 30.6
< 51-65 374 37.3 302 30.1 165 16.2
66-80 121 12.0 205 20.4 36 3.5

o n % n % n %
S Less than high school 162 16.2 74 7.4 16 1.6
= High school or associate degree 602 60.0 407 40.6 99 9.7
2 Undergraduate degree® 239 23.8 425 424 470 46.1
= Postgraduate degree® ) 97 9.7 103 10.1
No data 0 0.0 0 0.0 331 32.5

n % n % n %
0 Phone owners 934 93.1 873 87.0 1009 99.0
g Corona app users 42 4.2 66 6.6 614 60.3
= o mean sd mean sd mean sd
= = Battery satisfaction 2.12 0.92 2.11 1.00 2.10 0.98
3 Location satisfaction 1.91 0.72 1.84 0.76 1.82 0.74
E Camera satisfaction 1.89 0.85 1.88 0.87 1.85 0.77
Speed satisfaction 1.92 0.77 1.93 0.82 1.97 0.86

@ n % n % n %
- Tested positively 13 13 22 2.2 18 1.8
g .E Infection in social circles 101 10.1 135 13.5 100 9.8
SN Quarantine experience 147 14.7 367 36.6 293 28.8
& Risk person in household 478 47.7 450 44.9 375 36.8
= Infection concerns 112 11.2 124 124 91 8.9

- mean sd mean sd mean sd
© Health authorities 2.45 0.89 2.40 1.01 1.75 0.76
g Law enforcement 2.57 0.92 2.62 1.05 1.83 0.91
= Research institutions 2.31 0.95 2.38 0.98 1.86 0.90
A Private companies 2.89 0.80 2.82 0.92 2.27 0.88
o Federal government 2.56 1.14 3.28 1.27 1.52 0.80
State government 2.61 1.11 2.77 1.19 1.73 0.80

n % n % n %
g . Info 199 19.8 154 154 723 71.0
g =9 Symptom check 158 15.8 150 15.0 448 44.0
g é“ Quarantine enforcement 122 12.2 98 9.8 443 43.5
£ Contact tracing 208 20.7 127 12.7 527 51.7
Health certificate 124 12.4 122 12.2 783 76.8

0 mean sd mean sd mean sd
% Control 6.16 1.20 5.51 1.24 5.46 0.93
) Awareness 5.43 1.32 6.04 1.18 5.69 0.97
= Collection 5.68 1.17 5.64 1.29 5.32 1.05

%No distinction between undergraduate and (post)graduate degrees in Germany as this was only introduced in the 2000s.

factor levels and non-scenario answers positively or negatively
influenced participants’ decision to use an app and touch upon the
differences between the three countries.

5.3.1 Germany. In Germany, being male was the only demographic
factor with a significant positive influence on participants’ will-
ingness to use a corona app, while education level and age were

excluded from the model for not helping explain the decision to
use an app.

Higher privacy concern with regard to data collection practices
(IUIPC: Collection) had a significant negative influence on the deci-
sion to use an app.
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Table 2: Average response values (mean and sd) for the four scenario questions (Q9 to Q12), 7-point scales with higher numbers
indicating a more positive response.

Germany United States China
mean sd mean sd mean sd
Q9 Willingness to use 3.25 2.04 3.12 2.10 5.27 1.55
Q10 Expected adoption 3.43 1.52 3.43 1.72 5.06 1.38
Q11 Perceived pressure 3.38 1.86 3.32 1.96 5.19 1.50
Q12 Perceived utility 3.69 1.89 3.62 1.98 5.37 1.44

Table 3: Percentages of participants that are (very) likely to use an app for the given purpose, regardless of the specifics.

Symptom Check Contact Tracing Quarantine Enf. Information Health Certificate
Germany 32% 37 % 27% 30% 26 %
United States 29% 32% 25% 26 % 27%
China 74 % 80 % 72 % 77 % 76 %

Strong opinions on the location accuracy of the phone (Q3), both
positive and negative, had a significant positive influence on the
willingness to use any of the apps. Previous use of corona apps
and knowing apps for symptom checks or health certificates had
a significant positive impact on the willingness to use a corona
app (Q13). Conversely, knowing apps for contact tracing had a sig-
nificant negative impact (Q14). Additionally, rating the practice of
companies sharing customers’ data with authorities to help fight the
pandemic as acceptable (Q19) had a significant positive impact on
the willingness to use an app in any scenario. The level of concern
about becoming infected with coronavirus (Q8) had a significant
impact, with less concerned participants being less likely to use any
app. Rating the measures taken to fight the COVID-19 pandemic
as too lenient (Q17) had a significant positive impact on the will-
ingness to use an app. The results further suggest that a favorable
rating of institutions (health authorities and state government) had
a significant and positive impact on the decision to use any of the
apps, whereas rating them unfavorably (federal government) had a
negative impact (Q18).

Within the app scenarios, contact tracing was the only app pur-
pose with a significant positive influence on participants’ willing-
ness to use a corona app. Technical implications often negatively
impacted participants’ willingness to use the described app, and
did so significantly in the case of increased battery consumption as
well as malfunctions in contact tracing, quarantine enforcement,
and health certificate apps. This supports our descriptive results
of participants being least satisfied with their smartphones’ bat-
tery life. Scenarios with the societal implication of a more timely
adjustment of local coronavirus regulations also had a significant
positive impact on the willingness to use an app. Regarding the
specific types of data used by the fictitious apps, encounter data
significantly positively influenced participants’ decisions to use an
app while the collection of demographic data and data that could
be used to uniquely identify the user was opposed. German par-
ticipants also had a strong opinion about who should be the data

receiver. When scenarios described data transfers to private com-
panies, law enforcement, or the general public, participants were
significantly less likely to use the app.

5.3.2  United States. In the United States, male gender had a sig-
nificant positive influence on the willingness to use any of the
presented apps, as did higher age, although to a lesser degree. Simi-
lar to the German data, participants’ education level had little to
no impact.

Participants with higher privacy concern regarding control of
their personal information (IUIPC: Control) were significantly less
likely to use an app. In contrast to the model for the German data
set, the suspected coronavirus infection had a significant positive
impact on the decision to use any of the apps (Q4) in the US. As
for the German sample, rating as acceptable the practice of com-
panies sharing customers’ data with authorities to help fight the
pandemic (Q19) had a significant positive impact on the willingness
to use an app. Similarly, the results show that favorably rating some
institutions (research institutions and state governments) had a sig-
nificant and positive impact on app adoption, while, interestingly,
unfavorable ratings of law enforcement also had a significant posi-
tive impact on the willingness to use an app (Q18). Concern about
becoming infected with coronavirus (Q8) was a significant influ-
ence on the decision to use any of the presented apps: Higher levels
of concern about an infection positively influenced the willingness
to use an app while lower levels had a significant negative impact.
Similar to the German model, prior use of any corona app, as well
as knowledge of health certificate apps, had a significantly positive
impact on the willingness to use the apps (Q13, 14). Regarding the
attitude towards certain properties of one’s phone, satisfaction with
the phone’s location accuracy and dissatisfaction with its battery
life had significant positive and negative impacts, respectively, on
US participants’ willingness to use an app, the former being similar
to the German sample.

Looking at the influence of the factor levels in the app scenarios,
we found the app purpose of contact tracing to have a significant
positive influence on US participants’ willingness to use an app, as
in the German sample. However, in the US a positive influence, to
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Table 4: Cumulative link mixed model for participants’ willingness to use corona apps. A positive estimate (effect size) indi-
cates participants’ willingness to use the app being higher compared to the factor’s baseline variable. All factor levels in this
table were incorporated into the app scenarios (vignettes). Only factors present in the final model are presented here. The
colored bars represent the effect sizes per country (yellow: Germany, blue: United States, red: China).

Factors and Levels +/- Germany United States China
Estimate Pr(>|z|) Estimate Pr(>|z|) Estimate Pr(>|z|)
Purpose (baseline: information)
Symptom check - 0.06 0.21 0.19 <0.01 -0.12 0.03
Contact tracing - 0.38 <0.01 0.42 <0.01 0.09 0.08
Quarantine enforcement — - -0.08 0.19 -0.03 0.58 -0.28 <0.01
Health certificate - -0.11 0.09 0.21 <0.01 -0.07 0.19
Technical implications (baseline: none)
Reduced battery life S -0.15 <0.01 -0.14 <0.01 -0.04 0.19
Malfunction contact tracing —— -0.19 <0.01 -0.20 <0.01 -0.09 0.19
Malfunction information — -0.03 0.64 -0.12 0.07 -0.09 0.20
Malfunction quarantine enforcement - -0.20 <0.01 -0.25 <0.01 -0.24 <0.01
Malfunction symptom check —_ -0.04 0.56 -0.09 0.18 -0.13 0.05
Malfunction health certificate - -0.16 0.01 -0.32 <0.01 -0.15 0.02
Societal implications (baseline: none)
Personal advantages — 0.00 0.97 -0.05 0.40
Faster update of regional rules — 0.14 <0.01 0.09 0.03
Future use cases _ -0.00 0.95 -0.01 0.72
Payload data (baseline: none)
Encounters 0.06 0.04
Location — -0.04 0.16 0.04 0.22
Infection Status — 0.04 0.22 0.05 0.21
Health Information — 0.03 0.33 -0.04 0.18
Unspecified - -0.34 0.01
Identification data (baseline: none)
Demographic data - -0.28 <0.01 -0.20 <0.01 0.09 0.05
Unique identification of individual - -0.30 <0.01 -0.16 <0.01 0.10 0.02
Data receiver (baseline: unspecified)
Health authorities - -0.02 0.70 -0.00 0.92 0.08 0.08
Research institutes - -0.02 0.66 0.03 0.48 0.01 0.76
Private companies — -0.29 <0.01 -0.17 <0.01 -0.17 <0.01
Law enforcement - -0.32 <0.01 -0.26 <0.01 0.06 0.21
Public e -0.30 <0.01 -0.05 0.45 -0.07 0.30
Data transmission (baseline: automatically)
Manual — 0.04 0.15 0.08 <0.01
Retention period (baseline: unspecified)
One month - 0.06 0.09 0.08 0.02
End of COVID-19 pandemic — 0.09 0.01 0.03 0.35

a lesser degree but still significant, was also found for the app pur-
poses of symptom checks and health certificates. When scenarios
described manual data transmission, participants were slightly but
significantly more willing to use the app compared to scenarios with
automatic data transmission. The societal implication of a more
timely adjustment of local coronavirus regulations also had a sig-
nificant positive influence on the willingness to use the app, while
the other societal implications did not have any impact. Compared

to scenarios that did not mention the retention period, if an app’s
data storage was limited to the end of the coronavirus pandemic,
participants were significantly more willing to use it. Similar to
the German model, malfunctions in contact tracing, quarantine en-
forcement, and health certificate apps, as well as increased battery
consumption, had a significant negative impact on the willingness
to use a corona app. US participants had a similar opinion as Ger-
mans about who should be the data receiver: Scenarios with data
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Table 5: Cumulative link mixed model regression for participants’ willingness to use corona apps. A positive estimate (effect
size) indicates the willingness to use being higher compared to the factor’s baseline variable. All factors were collected as
responses in the non-scenario parts of the questionnaire. Only factors present in the final model are presented here The
colored bars represent the effect sizes per country (yellow: Germany, blue: United States, red: China).

Factors and Levels +/- Germany United States China

Estimate Pr(>|z|) Estimate Pr(>|z|) Estimate Pr(>|z|)
[Q2]: Phone OS (baseline: Android)
iOS - 0.25 0.07 0.13 0.30
[Q3r1]: Satisfied with battery life (baseline: neutral)
satisfied - -0.25 0.19 0.13 0.41
dissatisfied - -0.57 0.02 -0.61 <0.01
[Q3r2]: Satisfied with location accuracy (baseline: neutral)
satisfied - 0.44 <0.01 0.54 <0.01
dissatisfied - 1.21 0.01 0.64 0.23
[Q4]: Infected participant (baseline: not tested, no infection suspected)
Tested negative only - 0.21 0.26
Not tested, infection suspected - 0.58 0.02
Tested positive - 0.77 0.09
[Q5]: Infection in social circles (baseline: no)
Yes - -0.32 0.09
[Q6]: Quarantine experience (baseline: no)
Yes - -0.21 0.11
[Q7]: Risk person in household (baseline: no)
Yes - 0.24 0.04
[Q8]: Infection concerns (baseline: somewhat concerned)
Slightly or not concerned -— -0.62 <0.01 -0.55 <0.01 -0.08 0.57
Moderately or exteremly concerned -— 0.26 0.05 0.54 <0.01 0.19 0.17
[Q13r2]: Knows app for symptom check (baseline: yes)
No - - -0.36 0.04 -0.37 0.09 -0.35 0.01
[Q13r3]: Knows app for quarantine enforcement (baseline: yes)
No - -0.42 0.05 -0.42 <0.01
[Q13r4]: Knows app for contact tracing (baseline: yes)
No - - 0.44 0.01 -0.46 0.06 -0.57 <0.01
[Q13r5]: Knows app for health certificate (baseline: yes)
No - -0.66 <0.01 -0.80 <0.01

being sent to private companies or law enforcement significantly
negatively influenced the willingness to use an app compared to
scenarios that did not mention who would receive the data. In con-
trast to the model for the German data set, specific types of payload
data did not significantly impact participants’ willingness to use
an app, while participants from both countries share the negative
attitude towards corona apps that collect demographic data or data
that allows for the unique identification of the individual.

5.3.3 China. In China, demographic information was no good
predictor for participants’ willingness to use any type of corona
app: Age and gender were not part of the final model, and similar
to the US model, education had no significant impact.

Participants with higher privacy concern (IUIPC: Control and
Awareness) were found to be significantly more likely to use corona
apps. An individual’s infection status was not part of the final model
for the Chinese data. Individual infection concerns (Q8) did not
have any significant impact on app use. However, living with a
person at higher risk (Q7) significantly positively influenced the
willingness to use an app. Similar to the other models, prior usage
of any corona app (Q14), as well as knowledge of apps for symp-
tom checks, quarantine enforcement, and contact tracing (Q13),
positively influenced the willingness to use an app. As in the US,
dissatisfaction with the battery life of one’s phone (Q3) had a signif-
icant negative impact on the willingness to use any of the presented
apps. Additionally, as for the German and the US samples, rating as
acceptable that companies share customers’ data with authorities
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Table 6: Cumulative link mixed model regression for participants’ willingness to use corona apps (continued from Table 5).

Factors and Levels +/- Germany United States China

Estimate Pr(>|z|) Estimate Pr(>|z|) Estimate Pr(>|z|)
[Q14]: Uses any corona app (baseline: yes)
No - - -0.83 <0.01 -0.99 <0.01 -0.30 0.02
[Q17]: Rate measures (baseline: too strict)
About right 0.24 0.12
Too lenient 0.71 <0.01
[Q18r1]: Opinion of health authorities (baseline: neutral)
Favorable — 0.40 <0.01 0.13 0.50
Unfavorable - 0.02 0.94 0.21 0.56
[Q18r2]: Opinion of law enforcement (baseline: neutral)
Favorable _ 0.15 0.31 0.07 0.70
Unfavorable -- 0.44 0.03 0.50 0.07
[Q18r3]: Opinion of research institutions (baseline: neutral)
Favorable -- 0.44 0.01 0.50 0.07
Unfavorable —- -0.10 0.66 0.50 0.07
[Q18r4]: Opinion of private companies (baseline: neutral)
Favorable - 0.22 0.08 0.27 0.03
Unfavorable — -0.13 0.43 -0.22 0.33
[Q18r5]: Opinion of federal government (baseline: neutral)
Favorable - -0.20 0.27 0.35 0.04
Unfavorable - -0.49 0.02 0.15 0.43
[Q18r6]: Opinion of state government (baseline: neutral)
Favorable - 0.49 <0.01 0.35 0.04
Unfavorable - 0.20 0.31 0.16 0.40
[Q19]: Acceptability of sharing network data (baseline: neutral)
Acceptable - 0.57 <0.01 0.72 <0.01 0.36 0.01
Unacceptable - -0.59 <0.01 -0.76 <0.01 -0.07 0.76
[020]: IUIPC
Control — -0.11 0.05 0.46 <0.01
Awareness —_ 0.18 0.02
Collection — -0.16 <0.01 -0.10 0.10
Gender (baseline: Female)
Male - 0.23 0.03 0.26 0.05
Age — -0.02 <0.01
Education (baseline: Less than high school)
High school or associate degree - -0.33 0.19 0.17 0.65
Bachelor’s degree - -0.49 0.05 -0.24 0.51
Postgraduate Education - -0.37 0.23 0.02 0.96

to help fight the pandemic (Q19) had a significant positive impact
on the willingness to use the app in any of the scenarios, as did a
favorable opinion of private companies (Q18).

Scenario-based factors were also influential: In the Chinese
model, the app purposes of quarantine enforcement and symp-
tom check had a significant negative influence on the willingness
to use an app. The effect size for quarantine enforcement was larger

than in the other countries, where it was also not significant. Re-
garding the types of payload data only scenarios where the data
type was not specified had a significant negative influence on the
decision to use the app. In stark contrast to the results from the US
and Germany, Chinese participants were significantly more willing
to use the presented app if it collected data that could be used to
uniquely identify the person. Regarding potential receivers of the
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data we computed a significant negative effect size for private com-
panies, and participants slightly favored shorter retention times.
Similar to the results of the models for the German and the US
samples, malfunctions of quarantine enforcement and health certifi-
cate apps significantly negatively influenced Chinese participants’
willingness to use them.

5.4 Perception of Corona Apps

5.4.1 Use of Corona Apps. As depicted in Table 1, the number of
participants who reported to already use a corona app (DE: 42 /
4.2%,US: 66 / 6.6 %, CN: 614 / 60.3 %) reflects whether government-
recommended apps already existed at the time of the study. Those
who reported to use an app were asked in Q14b which app they
used. In Germany, 25 participants provided insightful answers. Two
mentioned using a specific app but could not remember the name,
one mentioned an app for general news, five a non-app news source,
another five Germany’s official disaster information app, NINA,
that has been extended to provide coronavirus-related news (see
Section 4.3.1), one a non-corona-specific health app, and 11 named
coronavirus-related apps, 9 of which we could map to “Corona-
Datenspende”, the data donation app launched by German health
authorities [50]. In the US, we received 21 answers. Seven partici-
pants named COVID-19-specific apps (Apple’s COVID-19 app, C
Spire Health, Healthy Together, and How We Feel), two disaster
information apps, four general health apps, another four a non-
health-related app or service (such as “Facebook”), and two non-app
news sources. In China, 153 participants reported to use health QR
code apps issued by various local or regional authorities, which are
often WeChat or Alipay plugins, and 108 specifically stated using
(plugins for) WeChat or Alipay. 15 participants mentioned to use
other platform economies, e.g., Weibo or Tencent, in a COVID-
19-related context. An additional 49 participants named further
COVID-specific apps, and 27 reported using non-corona-specific
health apps.

5.4.2  Reasons not to Use Corona Apps / Perceived Negative Aspects
of Corona Apps. During the coding process of the open-ended an-
swers, we observed a large overlap between the reasons not to
use a corona app (Q14a) and perceived negative aspects of such
apps (Q16). This led us to devise a common coding frame for both
questions. Our combined codebook for Q14a and Q16 contained
34 codes. Inter-coder reliability as determined by Krippendorft’s
alpha was in the (0.66, 1) range for individual codes, with the rather
generic “unclear” code scoring lowest and a weighted mean of 0.91.
Q14a was only displayed to participants who had indicated in Q14
that they did not use a corona app, numbers shown in the first data
row of Table 7, while Q16 was displayed to all participants.
Across all three countries, the most popular reason not to use a
corona app (Q14a) was that one was (presumed) not to be available
(yet) (“no app”, DE: 214, US: 222, CN: 73) or that there were only
ones that did not suit participants’ particular needs (“no suitable
app”, DE: 61, US: 18, CN: 13), such as not having been thoroughly
tested or officially recommended by authorities. Another common
sentiment was that the app was simply perceived as unnecessary,
either in a general way (DE: 96, US: 103, CN: 56) or for more specific
reasons, such as the worst phase of the pandemic being over (“state
of the pandemic”, DE: 8, US: 5, CN: 18). Unique to China (32) was
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the observation that there was no need for a standalone app since
coronavirus-related functionality was already offered by plugins for
widespread multi-purpose apps like Alipay or WeChat. A similarly
distinct reason for Chinese participants not to use a corona app
was the fact that the use of such an app was not mandated by the
government (“not mandatory”, DE: 0, US: 1, CN: 5), while only
participants in Germany and the US questioned the severity of the
COVID-19 pandemic in general (“coronaskeptic”, DE: 12, US: 16,
CN: 0). Reasons related to personal phone use, such as not carrying
the phone at all times, were more frequently mentioned in Germany
and the US (“phone use”, DE: 21, US: 29, US: 1). The latter could
be rooted in the Chinese sample being only representative for the
Chinese online population.

When we more broadly asked for negative aspects of corona apps
(Q16), participants in all countries prominently voiced privacy con-
cerns (DE: 292, US: 337, CN: 179), but German and US participants
much more prominently worried about government surveillance
(DE: 174, US: 70, CN: 1), their personal autonomy or rights being
infringed (DE: 36, US: 38, CN: 5), or discrimination rooted in (non-)
use of an app (DE: 9, US: 9, CN: 2). In turn, in the Chinese sample, in
which a majority reported to use coronavirus-related functionality
on their smartphones, one prominent negative sentiment was anx-
iety that the phone could potentially display coronavirus-related
warnings at any given time (DE: 12, US: 20, CN: 69). Still, overall
satisfaction with these apps was reported to be high, with 232 of
Chinese participants stating that there were no negative aspects at
all and 45 even mentioning positive aspects as an answer to this
question.

5.4.3 Perceived Positive Aspects of Corona Apps. Our coding frame
for perceived positive aspects of corona apps consisted of 20 codes
(Krippendorff’s alpha: range (0.45, 1), weighted mean 0.82) as
depicted in Table 8. The three lowest-performing codes, all in
the (0.45, 0.47) range, originate from rather unspecific categories
(“other”, “unclear”) and the fact that one code (“symptom check”)
was rather rare in the dual-coded segment of the data.

The answers provide additional hints that people seem to prefer
what they are already familiar with, either through public debates
or actual use of an app: 40 Chinese participants perceived the health
certificate functionality to be a positive aspect of corona apps, com-
pared to none in Germany and only one in the US. Another 87
responses from China specifically pointed out the use of apps to
keep track of people’s travel history. While we had not identified
this as a separate app purpose in our analysis of existing apps,
which included the Chinese health QR code system, the frequency
of answers referring to this aspect of the system (rather than the
“health certificate” part) prompted us to introduce “movement” as
a distinct code. In Germany and the US, where public discussions
of smartphone apps against the pandemic had centered on contact
tracing, this purpose was the second most often named positive
aspect of corona apps (DE: 106, US: 103) — directly after “none”
(DE: 212, US: 170), which was only stated 16 times in China. In
contrast, almost twice as many Chinese participants (100) voiced an
unspecific but positive opinion of coronavirus-related apps as par-
ticipants from Germany (57) or the US (56). This provides another
hint that corona apps being in actual use has a positive impact on
how people perceive them.
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Table 7: Reported reasons not to use a corona app (Q14a) and negative aspects of corona apps (Q16). Q14a was only shown to
participants who had indicated not to use a corona app in Q14 (“non-users of app”).

Q14a Q16
Code Examples DE US CN DE US CN
Non-users of app 961 937 405 - - -
Non-empty answers 685 702 276 726 760 738
S B (govt.) surveillance “Big Brother”, “used for more than just corona” 53 20 1 174 70 1
§ g privacy “leak information”, “invasive” 72 96 12 292 337 179
E f;j security “too insecure”, “could be hacked” 21 5 1 18 15 1
, 5. hoapp “didn’t know there’s such an app”, “no app yet” 214 222 73 - - -
= £ nosuitable app “don’t know a good one”, “no approved [...] app” 61 18 13 - - -
3: ,'.c.: lack of information “don’t know how to use it”, “not familiar” 31 27 19 - - -
no phone “I do not have a smartphone” 5 13 0 - - -
- user base “not enough users”, “need to be used correctly” 11 4 4 48 54 28
“8 discrimination “division into good and evil", “stigmatization” 2 2 0 9 9 2
‘@@  disinformation “more fake news”, “government may hide the truth” 0 0 0 1 7 39
—g g anxiety “would make me more nervous”, “freaks people out” 8 6 4 12 20 69
< & false sense of protection “blind faith in the [...] app” 0 0 0 4 4 1
E autonomy “loss of freedom”, “civil rights”, “unconstitutional” 7 14 0 36 38 5
not mandatory “because I don’t need to install it”, “not compulsory” 0 1 5 0 0 3
— phone use “do not carry phone all the time”, “no mobile data” 21 29 1 - - -
.§ not supported “my phone is too old”, “does not support new apps” 5 5 0 - - -
5 technical side effects “drains battery too much”, “use[s] up the memory” 9 22 4 21 37 12
3 malfunctions “not reliable”, “not [...] accurate”, “false positives” 12 12 5 32 64 48
a inconvenient “too complicated”, “need to sign in every day” 3 2 7 2 1 13
state of the pandemic “too late”, “low risk region” 8 5 18 2 0 1
2 personal behavior “I rarely go out”, “my range of activities is small” 11 34 13 - - -
g plugin “there [are] similar functions in WeChat” 0 0 32 0 0 1
3 other information sources  “I watch TV”, “I go to websites for information” 15 24 3 1 0 0
é other measures “social distancing”, “I wear a mask” 14 32 4 2 2 0
) coronaskeptic “corona is fake”, “just a flu”, “conspiracy” 12 16 0 7 5 0
unnecessary (general) “useless”, “a waste of time”, “I don’t need it” 96 103 56 9 18 12
don’t want “T just don’t want to”, “no”, “stupid” 23 36 5 - - -
E generic negative “everything”, “yes”, “many” - - - 6 21 4
S other “too much information”, “I do not trust them” 14 20 3 17 24 25
none “Idon’t see any”, “nothing really” - - - 87 72 232
2 don’t know “don’t know”, “not sure”, “hard to tell” 10 12 8 20 33 28
'g 3 positive “help[s] keep people safe”, “practical”, “very good” - - - 5 14 45
Z 2 unclear “data problem”, “Facebook”, “more abundant” 13 16 10 18 22 32
« no answer “12, ¢, “vwedv”, “Don’t answer at the present time” 8 2 0 11 19 3

6 DISCUSSION

Our research identified factors that impact people’s willingness
to adopt mobile apps designed to help fight the COVID-19 pan-
demic and provides insights into how these apps are perceived. The
results have implications not only for the design of mobile apps
developed to help fight the COVID-19 pandemic but also for the
design of health-related mobile apps and for apps released in the
public interest whose efficiency relies on widespread voluntary
adoption.

6.1 Contextual Factors are Important for
Privacy Decisions

The theory of privacy as contextual integrity states that the ap-
propriateness of information flows depends on contextual infor-
mational norms governed by actors, transmission principles, and
information types. Our study confirms that these factors — although
not all different levels - play a role in people’s decisions to use a
corona app. We measured the importance of each factor as the effect
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Table 8: Reported positive aspects of corona apps (Q15)

Code Examples DE Us CN
Non-empty answers 738 759 780
2 contact tracing “to trace affected people” 106 103 19
2 symptom check “help identify symptoms” 8 22 13
oy quarantine “enforcing quarantine” 5 9 10
r: information “know the situation around” 60 91 213
Iy health certificate “health QR code”, “you can show your status” 0 1 40
< movement “record movement tracks”, “travel route” 2 12 87
L
G availability “everyone has a smartphone”, “convenient” 27 31 22
Z 8
_g T‘g sense of protection “makes one feel safer”, “relieve stress” 8 3 12
Q o
> ¥ awareness “remind us”, “take it more seriously” 5 15 35
Ry =
Q. measures “assess the risk levels [...] and act accordingly” 28 4 13
= infection detection nowledge of hot spots”, “identify infected people
EE infection detecti “knowledge of hot spots”, “identify infected people” 42 72 84
= infection prevention “reduce the risk of infection”, “keep people safe” 41 19 70
< . . P » »
£ © generic pandemic limit the spread”, “control the outbreak 74 61 55
5 generic positive “very good”, “it helps”, “many” 57 56 100
< other “big data”, “publicity”, “no more home office” 18 10 35
o none “none”, “not really”, “nothing” 212 170 16
. don’t know “don’t know”, “hard to say”, “not sure” 27 64 13
[ . « . » . . . »
g g negative virus gets on phone”, “invasion of privacy 63 69 17
zZ 2 unclear “Ues it impacts”, “Japanese style”, “ccorona” 25 32 49
« no answer “jhgfkjfkuz”, “Tv”, “na”, “??” 14 17 4

on the willingness to use an app and found that different combina-
tions of these factors in fact violate informational norms that differ
between countries. For example, sharing any corona-related app
data with law enforcement agencies violates informational norms
in Germany and the US. Moreover, when the collected data and data
sharing are limited and purposes are less invasive, the willingness
to use apps increases. Quite contrary to the idea of CI we also find
that the specific information types and transmission principles —
at least in the way they were modeled in our survey - only play a
subordinate role.

Contrary to theories that see informational privacy primarily
as a means to limit disclosure [28], our data supports findings
from IoT- [20] and health-related privacy research [9]: participants
are willing to share data when it supports a common good (i.e.,
“regional releases of lockdown measures”) over individual benefits,
although participants still expect that informational norms are
upheld.

6.2 People Favor the Familiar, and What is
Familiar is Subject to Change

Our analyses indicate that people favor data processing practices
and are more willing to adopt technologies they are already familiar
with, such as apps for digital contact tracing in the US and Germany,

where the use of smartphone apps for this purpose has been sub-
ject of the public debate. In China, a prominently reported positive
aspect of corona apps was movement control (Table 8), which had
already been put in place there at the time of the survey via the
Health Code systems. Chinese participants also favored apps that
allowed for unique identification of the individual, reflecting that
it is “standard practice in China” [65] to send personal data linked
to one’s national ID to government servers. This supports prior
research that found people to be more comfortable with allowing
data collection in IoT scenarios they perceived to be realistic and
“happen today” rather than at a later point in the future, and they
were more likely to allow data collection for specific “greater goods”
such as video surveillance for crime prevention [20]. German and
US participants’ favorable stance towards corona apps that had been
positively discussed in the media backs up previous findings that
a positive rhetoric around the associated technology can increase
people’s willingness to share personal data [25]. This reaffirms that
privacy norms evolve [40] and raises the question how people’s
stance towards corona apps — and apps that collect data for a com-
mon cause in general — will change once the COVID-19 pandemic
is over.
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6.3 The Future of Apps Against the Spread

In all surveyed countries, aspects regarding pandemic control were
among the most frequently mentioned positive aspects of corona
apps. Thus, many citizens seem to be generally open to the idea of
using mobile apps to help limiting the spread of a virus. Privacy
concerns were the most frequently mentioned negative aspects of
corona apps in all countries. A rigorous approach towards privacy-
friendly technologies, which prevent privacy violations a priori,
e. g.privacy-by-design, seems vital for the success of such apps.
Somewhat surprisingly, the type of payload data did not have any
significant negative influence on the willingness to use a corona
app in our study. This implies that users may be willing to share
additional data if other conditions are met. Citizens of Germany and
the US seem to be willing to use apps for contact tracing without
technical malfunctions which ensure anonymity and are adminis-
tered by the health authorities. Such apps can be further developed
to be ready for deployment in potential future pandemics. In China,
apps facilitating individual contact tracing seem to be less relevant.
This might be due to the strict regional measures implemented by
the authorities as soon as infections are detected and due to the
fact that authorities in China already have access to data enabling
the tracking of individuals. Instead, Chinese participants expressed
an increased need for apps informing about the current (regional
or local) regulations and the state of the pandemic as indicated by
our results.

6.4 Implications for the Design of Mobile
Health Apps

Our study was conducted under the impression of a global pan-
demic and the necessity for apps specifically designed to mitigate
a pandemic in the future is unclear. However, we believe that our
results also offer insights for health-related apps outside the specific
context of a pandemic. First, designers and developers of apps that
collect sensitive health data should keep in mind the factor lev-
els that positively influence user acceptance (e. g., avoid technical
malfunctions, provide data only to health authorities or research in-
stitutions, do not collect data that could be used to uniquely identify
the user (US and DE)). Second, many factors (e. g., purpose, iden-
tification data, data receiver) showed significant estimates when
compared to the baseline, indicating that users would like to be in-
formed about these aspects. They should be clearly communicated
to enable informed decisions for or against installation and use of
a health-related mobile app.

6.5 Apps for a Greater Good

Our findings also provide insights into the question whether people
are willing to share personal data with mobile apps developed to
serve public interest. In our study the prospect of regional corona
restrictions being lifted positively influenced people’s willingness
to use an app in Germany and the US. This was even valued higher
than individual freedoms, as represented by the factor level “the
freedom of personal movement or travel,” and confirms prior find-
ings about people willing to share data if they believe it benefits a
good cause [9].

However, our findings also imply that many participants will
not support extended use of corona apps beyond the pandemic. In
China, many participants expressed worries that prolonged use
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of corona apps may increase anxiety due to being in a constant
state of alert. In the US and Germany, where we saw more skep-
ticism towards the governments, almost one third of participants
voiced privacy and security concerns (see Table 7) and many of
them were especially worried about surveillance, confirming pre-
vious work about apps for COVID-19 contact tracing [4]. These
comments are supported by the negative estimate in our model
for scenarios where the data was sent to law enforcement. These
negative sentiments can be alleviated via privacy-preserving ap-
proaches in the implementation of “apps for a greater good” and
transparency about their data processing practices that were found
to foster people’s trust and increase adoption of COVID-19 contact
tracing apps [4, 31, 56, 69]. Still, in all countries, we observed a
base of participants who reported that they would never use any
kind of corona app, regardless of its data processing practices. This
group may contain people who think that apps are unnecessary to
combat the pandemic, fear surveillance, or do not take the threats of
coronavirus seriously. While previous work [61] has found a group
of critics to be open to arguments especially about privacy, our data
shows that a non-negligible number of participants, when prompted
to indicate their willingness to use an app, always responded with
“very unlikely”. This group is largest in the US (n = 212), followed
by Germany (151), and is rather small in China (8). In the case of
contact tracing apps, whose efficiency requires a large adoption
rate, this base of 15 to 21 % of non-users needs to be taken into
consideration when estimating the potential user base of an app, in
addition to people who are not able to use any app for other reasons.
Similarly, the development process for future apps collecting data
to support a public cause needs to take into account that there will
always be a base of users unwilling to support any given cause.

7 LIMITATIONS

In this work we present qualitative and quantitative data allowing
detailed insight into the privacy implications and user acceptance
of COVID-19-related smartphone apps in three countries. Our ap-
proach has the following limitations.

In our survey, we only collect self-reported data, which does
not necessarily reflect actual behavior. This phenomenon (referred
to as “privacy paradox” [45]) may have been further amplified
because all scenarios were hypothetical and participants were asked
to imagine themselves in the situation to decide whether or not
to use the described app. By deriving the factor levels used in
the scenarios from real-world apps, we aimed to represent the
realistic design space for both existing and potential future apps.
Future work may complement ours by conducting field studies that
observe participants’ actual behavior regarding apps designed to
help contain a pandemic.

Four out of five factor levels for the factor “app purpose” required
specific factor levels for payload data (see Section 4.1.2). Thisled to a
high correlation between app purpose and payload data, which blurs
the boundaries between both factors and may have contributed to
less relevant and significant results regarding payload data.7

For representativity, we focused on age, gender, region, and
education. Ethnicity representation in our US sample is skewed
towards the white population (Distribution: 77.7 % White, 8.9 %
Black or African American, 6.4 % Hispanic or Latino, 4.3 % Asian,
2.7 % Other or no answer). However, our analysis did not indicate
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significant effects of ethnicity on the willingness to use a corona
app (see Appendix B).

It is a general problem to reach older, more rural populations in
China via online surveys; thus, our panel provider could only pro-
vide us with a sample representative for the online rather than the
general population. This leads to the Chinese sample being skewed
towards younger age and higher urbanization, which explains the
very high rate of smartphone users.

We commissioned the translation of the Chinese questionnaire
and Chinese open-ended answers to a translation agency and fol-
lowed the quality assurance process of back translation to minimize
errors. However, we cannot completely exclude the possibility that
the translations from and into Chinese may contain small inaccura-
cies.

Questions asking for already known corona apps (Q13) and in-
dividual use of corona apps (Q14) may have been misleading in
China as coronavirus-related functionality has been integrated into
the established platform economies. This is indicated by partici-
pants responding that they did not use a (dedicated) corona app
because there were “mini programs on WeChat or Alipay” (partici-
pant CN-19). While integration into existing platforms can further
contribute to app acceptance, we do not expect this potential misun-
derstanding to have influenced our vignette study as the scenarios
for standalone apps were hypothetical.

8 CONCLUSION

The COVID-19 pandemic continues to pose significant challenges
to societies around the world. As measures are developed to slow
and eventually contain the spread, governments, private companies,
and individuals have turned to technology and smartphone apps
specifically developed to support these measures. To unfold the
potential of technological strategies, the population has to support
and voluntarily use them instead of rejecting or purposefully work
around them because they disagree with the underlying regula-
tions or data collection practices. We conducted a study to better
understand how privacy factors impact the adoption of coronavirus-
related smartphone apps. Based on a vignette design describing
various app use cases and scenarios we show that many aspects
of the “contextual privacy” approach have an actual influence on
people’s willingness to use a corona app. While in general the will-
ingness to use an already known type of app is high, we found
evidence that developers should take additional steps to ensure that
apps work correctly, collect as few personal data as possible, and
make it transparent when the data will be deleted. Policymakers
need to ensure that apps do not share data with private companies,
the police, or the public. Our study identified widespread concerns
that corona apps could be the start of a new era of government
surveillance - to counter these concerns, strong privacy and secu-
rity paradigms should be adopted. We hope that our results can
inform the development of novel technology that can help limit the
negative impact of COVID-19 and future diseases while respecting
users’ privacy and autonomy.
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A QUESTIONNAIRE
[Title] Corona App Study

Welcome Text

The current situation with the novel coronavirus (SARS-CoV-2) and
the disease it causes (COVID-19) has sparked an intense debate
about the use of smartphone apps to better understand and contain
the spread of the virus. This study investigates how people perceive
apps that promise to help fight the COVID-19 pandemic and what
they expect from them.

Phone Use

First we would like to ask you a few questions about the smartphone
you mainly use.

Q1: Do you own a smartphone? [single choice]
e Yes
e No
e Prefer not to answer

Q2: What is your phone’s operating system? [single choice]
e Android/Google
e i0OS/Apple
o Other (please specify:)
e Don’t know
o Prefer not to answer

Q3: How satisfied are you with the following aspects of your
smartphone? [array of single-choice questions; answer op-
tions for each: Very satisfied, Satisfied, Neither satisfied nor
dissatisfied, Dissatisfied, Prefer not to answer]

Utz, Becker, Schnitzler, Farke, Herbert, Schaewitz, Degeling, and Diirmuth

Battery life

Location accuracy (GPS)
Camera quality

Speed (of apps)

Coronavirus Experience

Now we would like to ask you some questions about your experi-
ence with the novel coronavirus.
This study uses the following terminology:

e “coronavirus”: the novel coronavirus (SARS-CoV-2) that has
caused a global pandemic in early 2020;

e “COVID-19”: coronavirus disease 19, the respiratory disease
caused by this virus;

e “corona apps”: smartphone apps specifically developed to
help limit the spread of the COVID-19 pandemic.

Q4: Are you or have you been infected with the novel coron-

avirus? [single choice]

o I was tested for coronavirus and at least one of the results
was positive.

o I was tested for coronavirus and all results were negative.

e I was not tested for coronavirus and I do not think I have
been infected.

o I was not tested for coronavirus, but I suspect that I might
have been infected.

e Prefer not to answer

Q5: Is there a person in your social circle who is or has been
infected with the novel coronavirus? [single choice]
e Yes
e No
e Prefer not to answer

Q6: Have you been quarantined or did you quarantine yourself
because of coronavirus? [single choice]
e Yes
e No
e Prefer not to answer

Q7: To the best of your knowledge, is there a person at higher
risk in your household, i. e., an older adult or a person of any
age who has a serious underlying medical condition? [single
choice]

e Yes
e No
o Prefer not to answer

Q8: How concerned are you that you or someone you are close to
will become infected with the coronavirus? [single choice]
e Not at all concerned

Slightly concerned

Somewhat concerned

Moderately concerned

Extremely concerned

Prefer not to answer
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Privacy Implications and User Acceptance of COVID-19-Related Smartphone Apps

Introduction to App Scenarios

In the following, you will be shown different apps to find out what
kind of corona apps you would prefer to use. The presented apps are
fictional and have different purposes and implement different func-
tionalities. For each app, you will be asked a few questions. Please
consider the app’s purpose and functionalities while answering the
questions. Always assume that you are free to choose whether or
not you install and use the app.

App Scenario

[This question group was displayed 10 times, only with different
scenarios.]

Sample scenario. Imagine an app that provides information about
your health and needs to be shown if you want to visit a certain
place.

e The app uses health or activity data, your COVID-19 infec-
tion status, and your current or past location(s).

In addition, the app collects data that could be used to
uniquely identify you.

o This data is sent to research institutions when you request
your health report and it will be stored until the current
coronavirus regulations end.

The app decreases your phone’s battery life. Using this app
may increase your personal freedom of movement or travel.

Q9: How likely are you to use this app on your smartphone?
[7-point scale with end points “Very unlikely” and “Very
likely”, plus “Prefer not to answer”]

Q10: How many people in {Germany, the United States, China} do
you expect to use this app on their smartphones? [7-point
scale with end points “No one” and “Everyone”, plus “Prefer
not to answer”]

Q11: Please complete the following statement: Most people who
are important to me think that I ... [7-point scale with end
points “should not use this app” and “should use this app”,
plus “Prefer not to answer”]

Q12: How useful do you rate this app in helping contain the spread
of the COVID-19 pandemic? [7-point scale with end points
“Not at all useful” and “Very useful”, plus “Prefer not to an-
swer’]

Use of Corona Apps

Q13: Do you know of any app recommended by the public au-
thorities in the United States that can be used to ... [array of
single-choice questions; answer options for each: Yes, No,
Unsure, Prefer not to answer]

e ... get information about the novel coronavirus and its
spread?

... check if you have coronavirus-related symptoms?

... enforce quarantine?

... identify people you have been in close contact with and

alert them in case you tested positive for coronavirus?

e ... provide information about your health and needs to be

shown if you want to visit a certain place?
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Q14: Do you use any kind of corona app on your smartphone?
[single choice]
e Yes
e No

e Don’t know

e Prefer not to answer

Q14a: If no: Why do you not use a corona app? [free text]
Q14b: If yes: Which corona app(s) do you use? [free text]

Q15: In general, what do you consider positive aspects of smart-
phone apps to help limit the spread of the COVID-19 pan-
demic? [free text]

Q16: In general, what do you consider negative aspects of smart-
phone apps to help limit the spread of the COVID-19 pan-
demic? [free text]

Trust in Institutions

Q17: How do you rate the measures taken in your area to fight
the COVID-19 pandemic? [single choice]

Way too strict

Too strict

About right

Too lenient

Way too lenient

Prefer not to answer

Q18: What is your overall opinion of the following institutions in
the COVID-19 pandemic? [array of single-choice questions;
answer options for each: Very favorable, Mostly favorable,
Neither favorable nor unfavorable, Mostly unfavorable, Very
unfavorable, Prefer not to answer]

Health authorities

Law enforcement

Research institutions

Private companies

Federal government

State government

Q19: In the past private companies have shared their customers’
data, such as phone location data, with public authorities to
help limit the spread of the COVID-19 pandemic. How do
you rate this practice? [single choice]

Totally unacceptable

Unacceptable

Neither unacceptable nor acceptable

Acceptable

Perfectly acceptable

Prefer not to answer

Individual Privacy Concerns

Q20: Please indicate to what extent you agree with each of fol-
lowing statements.
[IUIPC constructs for Control, Awareness (of Privacy Prac-
tices), and Collection [34]]
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B DETAILS OF REGRESSION MODELS

Tables 4, 5, and 6 were computed using the following cumulative
link mixed model fitted with the Laplace approximation using fol-
lowing call in R:

Listing 1: Function call in R used to fit the cumulative link
mixed model. Note that the “Ethnicity” variable was only
available for the US responses.
clmm(Q9 ~ purpose + technical + societal +
d1_encounter + dl1_location + di1_health +
d1_infection + dl1_unspec + dl1_none + d2
+ receiver + retention + transmission +
Q2 + Q3rl + Q3r2 + Q3r3 + Q3r4 + Q4 +
Q5 + Q6 + Q7 + Q8 + Q13r1 + Q13r2 +
Q13r3 + Q13r4 + Q13r5 + Q14 + Q17 +
Q18r1 + Q18r2 + Q18r3 + Q18r4 + Q18r5 +
Q18r6 + Q19 + Gender + MainRegionName +
Education_General + Age + Ethnicity +
iuipc_col + iuipc_awa + iuipc_con + (1 |
scenario_index), link = "probit", data
= responses , Hess = TRUE)
Each round R we compared the current best model (Mg)
with models were each factor (F) was individually removed
(MRayithoutF) and compared the AIC of these models to decide

Utz, Becker, Schnitzler, Farke, Herbert, Schaewitz, Degeling, and Diirmuth

which factor to remove for the next Mg Factors were removed in
the following order:

Listing 2: Factors removed of the final model from US re-

sponses in order of removal

Ethnicity , Q18r4, Q17, Q13r3, Q3r4, Q3r3,
Q13r1, di1_location, dl_unspec, dl_none,
Q18r5, Q7, Q6, dl_encounter, Q2, iuipc_
awa, dl1_health, iuipc_col, Education_
General, d1_infection

Listing 3: Factors removed of the final model from Chinese

responses in order of removal

Q3r4, Age, societal , Q18r6, Q18r5, Q13r5,
Q17, Q13r1, Q4, Q3r2, dl_none, Q2,
Gender, Q5, MainRegionName, Q3r3, d1_
encounter , transmission, dl1_infection

Listing 4: Factors removed of the final model from German

responses in order of removal

MainRegionName, Q3r3, Age, Q13rl1, Q3rl1, Q6,
Q3r4, dl1_none, iuipc_con, Q7, retention,
d1l_unspec, Q18r2, Q4, Age, Q5, di_
health, iuipc_awa, Education_General
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